
Have you received a letter in the mail claiming your Domain 
services require renewal or your QuickBooks requires an 
update? 
 
We can’t completely rule out that these are legitimate letters, it is 
most likely that someone is trying to scam you or your business. 
 
DNS (Domain Name Service) Scam 
  
A company named "DNS Services" is sending misleading 
statements to domain name owners via postal (paper) mail. 
These statements are designed to look like an invoice for 
"Managed DNS Backup Business Services", usually for the 
amount of $65.00 (the amount varies). The service they are 
offering is unnecessary, worthless, and could lead to decreased 
reliability for your website. 
 
These statements are scams and 
are not a legitimate bill from 
whomever is hosting your domain. 
This company is not getting your 
address from your provider, but 
rather from contact information 
you put on your site or some 
similar public source. 
 

 
 
Domain Name Renewal Scam 
 
This scam works the same as the “DNS Services” scam and tries 
to trick people into changing their domain registration 
companies or stealing payment information. The scam may try to 
pressure people into renewing their domain name as it’s 
“expiring soon”. 
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QuickBooks renewal or management scam 
 
QuickBooks scams may involve postal letters, emails or phone 
calls that say your QuickBooks version is in need of renewal or 
offering to manage your QuickBooks for you. 
 
The terrible part of these scams is that if you fall for them not 
only can they charge you an exorbitant amount to renew or 
manage your services (and they are likely to bill regularly), but 
they also gain access to all of your financial information and 
customer lists within QuickBooks. 
 
Unlimited tech support for devices scams 
 
Tech support scams are a type of impersonation scam where 
criminals pretend to be tech support professionals to trick people 
into paying for services they don't need. Scammers may use fake 
caller ID information, pop-up messages, and logos from trusted 
companies (Intuit, Microsoft, Dell, HP, etc.) to appear 
legitimate. They may also claim to be from a well-known 
company, ask for remote access to your computer, or pretend to 
run a diagnostic test.  
 
So, how do I protect myself from these scams? 
 
The first step is to be aware that they are out there and to watch 
for them. In order to be able to watch for them, you need to 
know who manages or hosts your domain or where you get and 
maintain your Quickbooks license, or who handles your tech 
support. 
 
Second, if you ever have any question about something you 
receive regarding any services like these, even if its from us, 
don’t hesitate to give us a call and ask and we’ll do our best to 
help you out. 


