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   6261 Lake Michigan Drive, Suite B 
   Allendale, MI 49401 

   616.997.TECH(8324) 
   Fax 616.997.9317 

 
   206 Washington, Grand Haven, MI 49417 

   616.842.TECH(8324) 

CCS Technologies Store Hours 

Allendale Store   

Mon-Fri 8 - 5:00 

Grand Haven Store  

Mon-Thu 8 –5  
Fri 10 - 5 & Sat 10-3 

Both Grand Haven and Allendale 
will be closed on the following dates: 

Dec. 14th, Dec. 24th & Dec. 25th 

Phishing: Don’t Bite the Hook! 
By Michael Hegedus 

The Microso  Security Response Center has discovered a series of largescale phishing campaigns and 

ransomware a acks that have recently spread across the web. The good news? The majority of the 

threats are not powered by malware, meaning users can reduce the risk or prevent a breach of security 

by following Microso ’s recommended security guidelines. But first… 

What is Phishing? 

It’s certainly no calm a ernoon on the lake. Phishing is defined as any fraudulent a empt to obtain 

someone’s creden als, like their email addresses and passwords. The most common type of phishing 

uses images from popular pla orms such as PayPal to create false messages in an a empt to trick the 

recipient into thinking the message is legi mate, such as the email impersona ng Office 365 below. 

 

 

 

 

 

 

 

 

 

 

Others create false records to impersonate family members or coworkers to trick you.  Regardless of 

whether the phishing takes place in an email, text message or phone call, the poten al damage is all the 

same, the the  of your accounts. 

What Can I Do to Protect Myself?  

Thankfully Microso  has a set of guidelines that CCS Technologies agrees can prevent phishing a empts 

and ransomware infec ons. Contact CCS Technologies if you would like any assistance. 

 Be suspicious of emails from unknown sources 

 Look for common mistakes of phishing like transla on, spelling or grammar errors 

 Keep your version of Windows and your An virus solu on up‐to‐date 

 Regularly backup your files to an external drive 

 Addi onally backup your files to a Cloud‐based pla orm 

 Disable Remote Desktop when possible 

 Use Two‐Factor Authen ca on 

 Create strong passwords that are not reused with another account 

 Avoid browsing web sites known for hos ng malware content (ads, popups, insecure links) 

Support                       support@ccstech.net 

Ryan McMillen  rmcmillen@ccstech.net 

Joe Halstead  jhalstead@ccstech.net 

Jorge Arias   jarias@ccstech.net 

Drew Rowe   drowe@ccstech.net 

Jeff Verry  jverry@ccstech.net 

Karen Strickland  kstrickland@ccstech.net 

Rich Raab   rraab@ccstech.net 

Michael Hegedus mhegedus@ccstech.net 

Ty Maxim  tmaxim@ccstech.net 

Isaac Holt                          iholt@ccstech.net 

Team Trees has set a goal of 
plan ng 20 million trees by January 
1st, 2020. With all kinds of help 
from personali es like Elon Musk, 
famous YouTubers, and IT compa‐
nies like us, it looks like this goal is 
possible. At the me of this ar cle, 
they have already reached over 16 
million trees! #Teamtrees has the 
process down and you can join our 
efforts for as li le as one dollar. 


